Hytek

HYTEK FINISHES PURCHASE ORDER TERMS AND CONDITIONS

1. Acceptance: This purchase order represents Buyer’s offer to purchase the goods or services
ordered strictly in accordance with its stated terms and conditions. Seller’s acceptance of this purchase
order is expressly limited to the terms and conditions stated and no additional or different terms shall
be binding on Buyer unless agreed to by Buyer in a writing signed by Buyer’s authorized representative.
Seller shall be deemed to have accepted this purchase order by signing and returning the
acknowledgement copy, by failure to deliver a written objection to this offer within 5 days of receipt, or
by delivering the goods or services ordered. If any term or condition of this purchase order is invalid,
illegal or unenforceable, the remaining terms and conditions of this purchase order shall remain in
effect.

2. Shipment and Delivery: All shipments and deliveries shall be strictly in accordance with the
quantities, schedules and shipping instructions stated in this purchase order. Goods shall be shipped
FOB Buyer’s plant unless otherwise stated on the face of this purchase order. Title and risk of loss shall
pass at the FOB point, subject to inspection and acceptance as described herein. Time is of the essence
in performance of this purchase order. Seller shall not make advance, late, short or excess deliveries
without Buyer’s prior written approval. Buyer reserves the right to cancel this purchase order (or any
part thereof) without liability if delivery is not made within the time specified, or, if no time is specified,
within a reasonable time. Seller agrees to pay to Buyer any penalty or damages imposed upon or
incurred by Buyer resulting from the failure of Seller to deliver the goods ordered in accordance with the
guantities, schedules and shipping instructions stated in this purchase order.

3. Shortages: If, at any time during the term of this purchase order, Seller anticipates a shortfall in
production of the goods and services to be provided, which shortfall is reasonably likely to result in
Seller’s inability to meet Buyer’s requirements as set forth in this purchase order, then Seller shall (a)
promptly notify Buyer in writing as to the reason for the shortfall, and state (and give reasons for) its
expectations as to the duration of the shortfall, (b) take all commercially reasonably steps to avoid the
shortfall and (c) allocate to Buyer all available goods or services of the type ordered to meet this
purchase order. In addition, Seller shall promptly notify Buyer in writing when any shortfall is over and,
unless directed otherwise in writing by Buyer, shall use best efforts to make up all unfulfilled portions of
this purchase order as promptly as possible.

4. Payment: Invoices shall be mailed or emailed to Buyer’s [Accounting Department] when goods
are shipped or services completed. This purchase order number shall be shown on the relevant invoice.
The time for payment shall commence on the actual receipt of goods or services in complete accordance
with the requirements of the purchase order. Payment terms are net 30 days unless otherwise stated on
the face of this purchase order. Buyer may make any adjustment in Seller’s invoice due to shortage, late
delivery, rejection or other failure to comply with all the requirements of this purchase order before
payment. Buyer may offset refunds or reductions from this purchase order against its obligations under
other purchase orders with Seller, and vice versa. Seller agrees to refund any overpayments in cash
immediately upon discovery.
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5. Inspection and Acceptance: Buyer may inspect the goods, supplies and work in process at all
times and places and may inspect Seller’s books and records related to such, both during the term of
this purchase order and thereafter. Where specified in the contract, the customer or the customer’s
representative shall be afforded the right to verify at the supplier’s premises and the organization’s
premises that subcontracted product conforms to specified requirements. If inspection and tests are
made on Seller’s premises, Seller shall, without additional charge, provide reasonable facilities and
assistance for the safety and convenience of Buyer’s representatives. Notwithstanding any previous
inspection or acceptance, all goods and services delivered under this purchase order shall be subject to
final inspection and acceptance by Buyer after receipt by Buyer at the agreed destination. Buyer
reserves the right to inspect goods delivered under this purchase order on a sample-inspection basis.
Rejection of a sample shall be cause for rejection of the entire lot. Neither inspection, failure to inspect
or acceptance of any goods or services shall alter or affect any of the rights or remedies of Buyer or the
obligations of Seller under this purchase order, including, without limitation, under Section 6 of these
terms and conditions. If seller delivers defective goods or services, or goods or services that vary from
any sample, specification, warranty or other requirements of this purchase order. Buyer may reject the
goods or services and elect one of the following remedies at Seller’s expense: (a) return the goods or
services for full credit or refund, including freight charges, (b) require the Seller to correct, repair or
replace the goods or services, (c) obtain replacement goods or services and reduce the purchase price
for loss of value. The seller shall notify Hytek Finishes Co. in writing, in the event that non-conforming
material has been delivered against this order. This condition shall survive beyond the performance
period of this contract.

6. Warranties: Seller warrants that all goods and services delivered under this purchase order will:
(a) conform to all applicable specifications, drawings, samples, work instructions, process requirements,
and other descriptions given, (b) be merchantable, (c) be fit for their intended purpose and (d) be free
from defects in workmanship, materials and, to the extent that the design was furnished by Seller,
design and (e) be free and clear of all liens and encumbrances when delivered by Seller. The foregoing
warranties shall survive inspection, test, acceptance and payment, and shall run to Buyers, its
successors, assigns and customers.

7. Buyer’s Intellectual Property and Tooling: All inventions, ideas, concepts, trademarks, know-
how, designs, specifications, drawings, documents, materials, tools, jigs, fixtures, methods, processes
and other property, owned or paid for by Buyer, shall be the property of Buyer, subject to removal at
any time without cost or expense to Buyer. All property of Buyer shall be identified and marked as such,
used only for Buyer’s purchase orders and covered by adequate liability, damage and fire insurance
(including extended coverage) for its fair and reasonable value. Seller shall assume full liability for and
maintain and repair all property of Buyer in its possession or control and shall, on request, return the
same to Buyer in good condition, reasonable wear and tear excepted. Seller shall provide Buyer with
inventories of all property of Buyer in its possession or control when requested by Buyer and certify to
Buyer that all use thereof is expended on Buyer’s purchase orders.

8. No Assignment or Subcontracting: Seller may not assign this purchase order, including any
claims for monies due hereunder, without the prior written consent of Buyer, In addition, Seller shall not
subcontract the performance of this purchase order without the prior written consent of Buyer. This
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purchase order shall be binding on Buyer and Seller and their respective successors and permitted
assigns.

9. Supplier Control: Seller ensures their external providers are provided applicable specifications
that include customer requirements. Seller also is responsible to apply appropriate controls to their
direct and sub tier external providers to ensure requirements are met.

10.. Pricing: Seller warrants that prices for the goods and services ordered are not less favorable
than those currently extended to any other customer of Seller for the same or like goods or services
(whether in like or smaller quantities), and are otherwise in accordance with all applicable price laws
and regulations. If Seller establishes or offers a lower price for the goods or services ordered (whether in
like or smaller quantities) from the date of acceptance of this purchase order by Seller to the date goods
or services are invoiced to Buyer, Seller agrees to reduce the prices stated in this purchase order
correspondingly.

11. Termination: Buyer shall have the right to terminate this purchase order (without liability or
cost to Buyer) if: (a) Seller breaches any provision of these terms and conditions or otherwise defaults
on any requirement or obligation under this purchase order. (b) Seller becomes insolvent, or unable to
meet its debts and obligations as they become due, (c) Seller files a voluntary petition in bankruptcy or
an involuntary petition is filed and not dismissed within 30 days, (d) a receiver or trustee is appointed
for Seller or its assets or (e) Seller executes an assignment for the benefit of its creditors. Buyer reserves
the right to terminate this purchase order in whole or in part at any time for the convenience of Buyer,
by notifying Seller in writing. In the event of termination for the convenience of Buyer, Buyer will give
Seller instructions with respect to delivery of goods (in process, purchased or committed) and Seller
shall be compensated for any goods not accepted by Buyer based on Seller’s actual direct out-of-pocket
costs, less amounts realized by Seller from the later sale of such items not purchased by Buyer.
Termination by Buyer under this section shall not relieve Seller of any of Seller’s obligations with respect
to goods or services furnished prior to the effective date of termination.

12. Patent Indemnity: Seller shall indemnify Buyer, Buyer’s customer and others subsequently
acquiring title to the goods and services provided under this purchase order from any and all liabilities,
losses, damages, judgments, costs and expenses (including, but not limited to, attorneys’ fees) directly
or indirectly arising from claims (whether or not successful) relating to actual or alleged infringement of
any patent, copyrights, trademark or other intellectual property rights of a third party by the purchase,
use or sale of the goods or services provided under this purchase order, except where such infringement
or alleged infringement arises by reason of (a) a detailed design furnished by Buyer or (b) the use of sale
of the goods or services provided under this purchase order in combination with items not delivered by
Seller where the infringement would not have occurred from the use or sale of such goods or services
solely for the purpose for which they were designed or sold to Buyer. Patent Rights FAR Clause 52.227 is
applied to all purchase orders.

13. Indemnification: Seller shall indemnify Buyer, its directors, officers, employees and agents from
all liabilities, losses, damages, judgments, costs and expenses (including, but not limited to, attorneys’
fees) directly or indirectly arising from claims (whether or not successful) relating to: (a) personal injury
or death to any person or damage to any property based in whole or in part upon defective or
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nonconforming goods or services provided under this purchase order, (b) Seller’s breach of any
provision of these terms and conditions or other default under any requirements or obligation of this
purchase order or (c) the recall or correction of any product or equipment in which the goods or services
provided under this purchase order are incorporated.

14. Insurance: For non-aviation parts, Seller shall obtain and maintain, at its expense and
throughout the terms of this purchase order and for [1] year thereafter, the following minimum
insurance coverage in form and amounts reasonably satisfactory to Buyer: Commercial General Liability
coverage of $[1,000,000] per occurrence combined single limit of liability, and $[2,000,000] general
aggregate, which shall include, but not be limited to contractual liability, premises liability, advertising
liability and product liability. For aviation parts, Seller shall obtain and maintain, at its expense and
throughout the terms of this purchase order and for [1] year thereafter, the following minimum
insurance coverage in form and amounts reasonably satisfactory to Buyer: Aviation Products and
Completed Operations and Hangar Keeper’s Liability Insurance with a combined single limit of not

less than USD50,000,000 per occurrence and in the aggregate for third-party bodily injury, property
damage, premises, and contractual liability, and a combined single limit as may be available of
USD50,000,000 for war risks. For Service providers to Buyer, in addition to non-aviation requirements,
seller shall obtain and maintain Auto liability insurance with a limit of USD1,000,000 per occurrence and
in the aggregate and Employers liability insurance with a limit of USD1,000,000 per occurrence and in
the aggregate. All policies shall provide that the coverage hereunder shall not be terminable without at
least 30 days’ prior written day notice to Buyer. Seller shall promptly supply Buyer, upon demand,
evidence satisfactory to Buyer of the existence of all required insurance.

15. Confidentiality: Seller shall not make or authorize any news release, advertisement or other
disclosure regarding the existence of substance of this purchase order without the prior written consent
of Buyer. Seller shall keep confidential all information provided to Seller related to the performance of
this purchase order, including, but not limited to, statement of work, specifications, drawings, designs,
processes and other technical or business information, and shall use such information only in the
performance of Buyer’s purchase orders. Upon completion, cancellation or termination of Buyer’s
purchase orders. Seller shall, at Seller’s expense, return to Buyer or destroy all documents or other
media containing or incorporating any of the information and, on request, provide a certificate
confirming the return or destruction of all such material. Seller shall include a provision comparable to
this section in all permitted subcontracts relating to the goods or services ordered.

16. Changes by Buyer: Buyer may by written notice at any time before completion of this purchase
order make changes in the general scope of this purchase order, including quantities, drawings and
specifications, delivery schedule and methods of shipment. If the change causes an increase or decrease
in price or the time required for performance, an equitable adjustment shall be made in the price or
delivery schedule or both. Any claim by Seller for adjustment under this section shall be submitted
within 30 days of receipt by Seller of Buyer’s notice of change. Buyer shall have the right to examine any
of Seller’s books and records for the purpose of verifying Seller’s claim for adjustment. Nothing in this
section shall excuse Seller from proceeding with this purchase order as changed, including failure of the
parties to agree upon an adjustment to the price or delivery schedule or both.

17. Taxes: All applicable federal, state and local taxes shall be listed separately on Seller’s invoice,
and such taxes shall not be payable if Buyer provides an appropriate exemption certificate. If not listed
separately on Seller’s invoice. Seller assumes responsibility for paying all applicable taxes, and shall
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indemnify Buyer against all liabilities, damages, fines, penalties, interest, costs and expenses (including
but not limited to, attorneys’ fees) arising from the failure to pay such taxes in a timely manner.

18. Remedies and Waiver: The remedies provided Buyer in these terms and condition shall be
cumulative and in addition to any other remedies provided herein, by law or in equity. No waiver by
Buyer of any right or remedy under these terms and conditions shall be effective unless in a written,
signed by Buyer’s authorized representative. Neither failure nor any delay in exercising any right, power
or privilege under these terms and conditions will operate as a waiver of such right, power or privilege.
No single or partial exercise of any such right, power or privilege by Buyer will preclude any other or
further exercise of such right, power or privilege or the exercise of any other right, power or privilege.
No waiver that may be given by Buyer will be applicable except in the specific instance for which it is
given.

19. Applicable Law: This purchase order shall be interpreted in accordance with the laws of the
State of Washington, without giving effect to its or any other jurisdiction’s principles of conflicts of laws.
The parties hereby irrevocably and unconditionally submit to the exclusive jurisdiction of the state and
federal courts located in Kent, Washington, in any action or proceeding arising out of or relating to this
purchase order.

20. Compliance with Laws: Seller warrants that all goods and services sold hereunder shall have
been produced, sold, delivered, and furnished in strict compliance with all applicable laws and
regulations including EEO and affirmative action to which they are subject. Federal contractors are
notified that they may be subject to the provisions of 41 CFR section 60-1.40, 41 CFR section 60-250.4,
41 CFR section 60-300.5, 41 CFR section 741.4, and 29 CFR part 471, appendix A to subpart A with
respect to affirmative action program requirements.

21. DAR/FAR/DFAR Regulations: If it is intended that Buyer use Seller’s goods or services to
perform a government contract, all Defense Acquisition Regulations (DAR) and Federal Acquisition
Regulations (FAR) are hereby incorporated herein by reference. In the event of any conflict between the
DAR/FAR/DFAR clauses and the remaining provisions of these terms and conditions, the DAR/FAR/DFAR
clauses shall control. DFARS requirements 252-225-7014 PREFERENCE FOR DOMESTIC SPECIALTY
METALS. DFARS ALT1 225.872-1 52.222-26 EQUAL OPPORTUNITY. 52.222-25 AFFIRMATIVE ACTION
COMPLIANCE.

22, Stopwork: Buyer may at any time by written stopwork order require Sellers to stop all or any
part of the work under this purchase order for up to 90 days after the stopwork order is received by
Seller and for any extension of such period as the parties may agree. The stopwork order shall
specifically refer to this section. Upon receipt of the stopwork order. Seller shall take all steps to comply
with this section and all other reasonably steps to minimize costs incurred during the period covered by
the stopwork order allocable to this purchase order. Within the period covered by the stopwork order,
Buyer shall cancel the stopwork order or terminate the work covered by this purchase order in
accordance with these terms and conditions. If a stopwork order causes an increase or decrease in price
or the time required for performance, an equitable adjustment shall be made in the price and delivery
schedule or both. Any claim by Seller for adjustment under this section shall be submitted within 30
days of the cancellation or expiration of the stopwork order. Buyer shall have the right to examine any
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of Seller’s books and records for the purpose of verifying Seller’s claim for adjustment. Nothing in this
section shall excuse Seller from proceeding with this purchase order on the cancellation or expiration of
the stopwork order, including failure by the parties to agree upon an adjustment to the price or deliver
schedule or failure by the parties to agree upon an adjustment to the price or delivery schedule or both.

23. Packaging: All goods shall be prepared for shipment and packed using best commercial practices
to prevent damage and deterioration during shipment and storage. Buyer may charge Seller or adjust
the price of the goods downwards for any goods damaged or which deteriorate due to improper
packing. No charge shall be made for preparation, packing, crating, cartage or shortage unless
specifically stated in this purchase order. . A packing list showing this purchase order number must be
included with each shipment and the container in which the packing list is contained shall be clearly and
appropriately marked.

24. Useful Life Shortage: Goods having characteristics susceptible to degradation with age shall be
clearly identified and marked with the dates on which the useful life was initiated and expires. In
addition to normal marking requirements, the containers used for goods with a limited useful life shall
identify all special storage and handling requirements, the dates on which useful life was initiated and
expires (both for opened and unopened conditions).

25. Quality Assurance: Seller shall maintain a quality assurance program that is acceptable to Buyer
for all goods and services delivered under this purchase order. Buyer shall have the right during the term
of this purchase order, upon reasonable notice and during regular business hours, to visit Seller to
observe production of the goods or performance of the services and inspect records and data directly
related thereto for the purpose of confirming compliance with these terms and conditions and the
quality assurance program. Seller agrees to implement any reasonable corrective action requested by
Buyer resulting from such review. Records created by and/or retained by suppliers shall be retained
indefinitely and Seller must obtain written approval from Buyer prior to record destruction. Suppliers
shall flow down to any sub-tier supplier, all applicable purchasing requirements including key
characteristics, where required. The English language shall be used in all quality related documentation.

When Seller has found nonconforming condition on parts that have already shipped to Boeing, Seller
must submit a Notice of Escapement to Boeing as required per X31674 Quality Purchasing Data
Requirements.

26. No Changes by Seller: Supplier shall notify Hytek Finishes Co. of changes in product and/or
process definition. Class 1 changes must have Hytek Finishes Co. approval

27. Cost Savings: In the event of manufacturing or other cost savings for any reason (e.g., reduced
component or raw materials costs or increased purchases by Buyer), Seller shall promptly notify Buyer
of the cost savings, and the parties shall negotiate in good faith to determine a portion of the cost saving
to pass on to Buyer.

228. Attorneys’ Fee: If either Buyer or Seller retains legal counsel to enforce any of these terms and
conditions, or to recover damages from the other, arising from the other’s alleged breach of any of
these terms and conditions or other default under any obligation or requirement of this purchase order,
or the other commences a suit against Buyer or Seller in connection with this purchase order that is not
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successful, then the other party shall pay the reasonable attorneys’ fees together with costs of suit at
both trial and appellate levels of either Buyer or Seller, as the case may be.

29. DDTC Registration: (a) Any person who engages in the United States in the business of
manufacturing or exporting or temporarily importing defense articles, or furnishing defense services, is
required to register with the Directorate of Defense Trade Controls under §122.2. For the purpose of
this subchapter, engaging in such a business requires only one occasion of manufacturing or exporting
or temporarily importing a defense article or furnishing a defense service. A manufacturer who does not
engage in exporting must nevertheless register. (See part 129 of this subchapter for requirements for
registration of persons who engage in brokering activities.)

30. Right of Entry: Representatives of Boeing and/or the Federal Aviation Administration, may
inspect and evaluate the facilities systems, data, equipment, personnel and all completed articles
processed for installation on Boeing commercial production airplanes. Right of entry/access includes
meeting the requirements of the FAA and/or applicable equivalent Foreign Aviation Authorities to
perform oversight of the facility.

31. Acceptance Authority Media (AAM): Sellers shall maintain a process, including assessment, in
place to prevent the following; a. Authority Media Application Errors (i.e. Omission, Typos, Legibility,
etc.) b. Authority Media Application Untimely Use (i.e. Documentation is not completed as planned,
‘Stamp/Sign as you go”, etc.) c. Authority Media Application Misrepresentation (i.e. uncertified
personnel, Falsification of documentation, Work no performed as planned, etc.) d. Authority Media
Application Training Deficiencies (i.e. Ethics, Culture awareness, Proper Use of authority media, etc.)

32. Boeing Document D1-4426 “Approved Process Sources”: Seller shall comply with Boeing
document D1-4426. This document, subject to revision from time to time, defines the approved sources
for special processing, composite raw materials, composite products, aircraft bearings, designated
fasteners, and metallic raw materials. The Seller’s purchasing information shall conform to the
purchasing data requirements of Boeing document D1-4426 Appendix D.

33. Statistical Product Acceptance: Seller shall perform 100% inspection for in-process and final
inspection, or Seller shall conform to requirements of document AS9138 “Aerospace Series — Quality
Management Systems Statistical Product Acceptance Requirements” as may be amended from time to
time. With the exception noted herein Seller’s statistical sampling procedure/plan conformance to
AS9138 with minimum protection levels meeting SAE AS9138 Table Al and C=0 will constitute Boeing
Quality approval subject to restrictions noted in AS9138, Section 4.3 Safety/Critical Characteristics, and
part/product Design Data sampling requirements and/or prohibitions.

34. Regulatory Approvals: For aircraft regulated by Civil Aviation Authorities, regulatory approval
may be required for Seller to make direct sales (does not include “direct ship” sale through Boeing) of
modification or replacement parts to owners/operators of type-certificated aircraft. Regulatory
approval, such as FAA Parts Manufacturer Approval (PMA), is granted by Civil Aviation Authorities. Seller
agrees not to engage in any such direct sales of Products or Services under this Agreement without
appropriate regulatory approval. For Seller proprietary parts, Seller agrees to notify Boeing of
application for regulatory approval and the subsequent approval or denial of same. Upon receipt of
proof of applicable regulatory approval, Boeing may list Seller in the illustrated parts catalog as seller of
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that part. Unless explicit contractual direction is given to the contrary, no articles (or constituent parts
thereof) ordered by Boeing Commercial Airplane Co. purchased under this agreement shall contain any
Federal Aviation Administration — Parts Manufacturer Approval (FAA-PMA) markings and the
accompanying paperwork (e.g., packages, shippers, etc.) shall not contain any FAA-PMA markings.

35. Production Certificate 700 Control Program: THE SELLER WILL PLACE THE FOLLOWING
STATEMENT ON THE SHIPPING DOCUMENTATION OF ALL SHIPMENTS TO BOEING:

"Seller hereby acknowledges that the parts and/or materials being shipped under this order are
intended for use under Boeing's Federal Aviation Administration (FAA) issued Production Certificate 700
and no articles (or constituent parts thereof) or the accompanying paperwork (e.g., packages, shippers,
etc.) contain any Federal Aviation Administration- Parts Manufacturer Approval (FAA-PMA) markings."

THE PREFERRED LOCATION FOR THE STATEMENT IS ON THE SHIPPING DOCUMENT, NEXT TO, OR
FOLLOWING, THE CERTIFICATE OF CONFORMANCE (C of C). THE STATEMENT MAY BE PRINTED,
STAMPED OR ATTACHED AS A LABEL OR STICKER TO THE SHIPPING DOCUMENTATION. IT IS ALLOWABLE
TO REPLACE "Seller" WITH THE COMPANY NAME OR "WE". Boeing requires that the
provisions/requirements set forth above, as determined by the Seller to be applicable, be included in
Seller's direct supply contracts as well as the obligation that they be flowed to the sub-tier supply chain.

36. FOD Prevention Program: Seller is required to establish and maintain a FOD prevention program
in compliance with AS/EN/SJAC 9146 Foreign Object Damage (FOD) Prevention Program — Requirements
for Aviation, Space, and Defense Organizations.

37. Trade Compliance: Seller shall comply with all export control and sanctions laws, regulations,
and orders applicable at the time of export, re-export, transfer, disclosure or provision of goods,
software, technology or services including, without limitation, the:

(i) Export Administration Regulations (EAR);
(ii) International Traffic in Arms Regulations (ITAR);

(iii) Foreign Assets Control Regulations and associated Executive Orders; and (iv) laws and
regulations of other countries (collectively, “Export Control Laws”).

Unless this Order is for goods to be supplied on a “build to print” basis by Seller, Seller shall provide
Buyer with:

(i) the applicable Harmonized Tariff Schedule Number, and
(ii) either:

(a) the United States Munitions List (USML) category of such goods, software,
technology or services that are controlled by the ITAR, or

(b) the Export Control Classification Number (ECCN) of such goods, software or
technology that are controlled by the EAR and

(iii) any analogous classification under any other applicable law.
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If any goods to be provided under this Order are USML items, Seller represents that it maintains
registration with the Directorate of Defense Trade Controls. Seller shall not export, re-export, transfer,
disclose or otherwise provide Buyer’s technical data controlled by Export Control Laws (“Technical
Data”) to any foreign persons or foreign commercial entities, or modify or divert such Technical Data to
any military application without Buyer’s advance, written authorization. Any subcontracts between
foreign persons in the approved country for manufacture of goods or provision of services shall contain
all the limitations of this Section. Upon Buyer’s request, Seller shall demonstrate to Buyer’s reasonable
satisfaction Seller’s subcontractors’ compliance with this Section and all Export Control Laws. Upon
completion of its performance under this Order, Seller and its subcontractors shall destroy or return to
Buyer all Technical Data.

38. Safeguarding Covered Defense Information and Cyber Incident Reporting:
(a) Definitions (As used in this clause)

Adequate security means protective measures that are commensurate with the consequences
and probability of loss, misuse, or unauthorized access to, or modification of information.

Covered defense information means unclassified controlled technical information or other
information that requires safeguarding or dissemination controls pursuant to and consistent
with law, regulations, and Governmentwide policies.

(b) Adequate security. The Contractor shall provide adequate security on all covered contractor
information systems. To provide adequate security, the Contractor shall implement, at a minimum, the
following information security protections:

1) Implement NIST SP 800-171, Protecting Controlled Unclassified Information in Nonfederal
Systems and Organizations.

2) Report cyber incidents that affect covered defense information to the DoD within 72 hours of
discovery.

3) Submit malicious software to the DoD Cyber Crime Center (DC3) if discovered in connection
with a reported cyber incident.

4) Facilitate damage assessment by providing media and damage assessment information to the
DoD if requested.

(c) Flow down. The Contractor shall include the substance of this clause, including this paragraph (c), in
subcontracts under this contract that involve covered defense information.
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